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"UN:ITED STATES GOVERNMENT

Memorandum - STAT

: [::::::::] pate: 18 March 1976

STAT

Classification Management

You asked for some ideas on things we could do over the next six months
to build momentum on classification management. My ideas are below.

I think training is the critical factor. Many people have either never
heard of Executive Order 11652 or have forgotten about it. Several
things can be done now in this area. You mentioned that you have been
making the Tecture circuit (conferences, meetings, training courses,
etc.). That is fine as far as it goes but it only reaches one group:
The busy beaver classifiers don't attend those affairs. I think we

need to go out into the offices to brief people, perhaps even speak at
‘division Tevel staff meetings, to emphasize the need for constant
vigilance in classification application. \ has completed STAT
the art work for the narrated slide presentation on E0 11652. Certainly
it should be finished and packaged within six months.

Guidelines must be issued explaining what is classified and how to

determine the level of classification necessary to protect information.

Specific examples are needed to bring the concept out of the abstract

realm. The example that comes to my mind is| STAT

Something needs to be done about secretaries who classify documents
using their bosses' numbers. I don't question the judgement of a senior
secretary who makes a conscious classification decision in which her
boss concurs, but many secretaries automatically grab the closest stamp
without regard for the legitimacy of the classification they apply to
the document. Once we have guidelines I think a special effort should
be made to reach secretaries. Of course they should be included in any
training programs on classification as a sharp secretary can often help

~her boss in this area.

My proposal to task directorate Records Management Officers to inspect
for classification abuses might be too narrow to do an effective job.

Buy U.S. Savings Bonds Regularly on the Pavroll Savines Plan
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) SUBJECT: Classification Management

To cover a wider sector we might consider hav1ng a classification
manager assigned in each office who could review classification prac%1ces_
~and instruct others in proper procedures. STAT

I think something must be done about GDS exemptions. Your idea that
classifiers designate a date for declassification is worthwhile. Such a
step would cause originators to make a conscious decision on classifica-
tion. On the other hand though, those interested in avoiding such a
decision would automatically designate the longest time period possible.

Another idea,which I hesitate to mention,is paragraph marking. This
could also cause originators to take t1me to consider classifications,
but Tike GDS exemptions, those interested in thwarting the system will do
So.

STAT
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X LI CENTRAL INTELLIGENCE AGENCY

/ .
WASHINGTON,D.C. 20505 ' Execuﬁve Registt¥ |

: ' : 1 Mmar: 1976 . . T
Honorable Bella S. Abzug, Chairwoman - SR
Subcommittee on Govermment Informatlon

and Individual Rights
- Committee on Government Operations
House of Representatives , ST T
'Washington, D. C. 20515 : _ L DS S

Dear Madam Chalrwoman

This is in response to your letter requestmg 1nformatlon on
Agency procedures related to the classification of official infor-
mation pursuant to Executive Order (E. 0.) 11652 as well as aspects ..
of the protection of Agency intelligence sources and methods under .
the National Security Act of 1947 and the above mentioned Executi ive
Order. Enclosed herewith are the questions set f or ’rh in your letter
followed by the answers. . _ .

" As you know, the President has recently issued T 0 1] 90'
As a result, Agency regulations dealing with the classification
of 1nformat10n and the protection of sources and methods will be
reviewed and may be revised. Therefore, the enclosed inf ormatlon,
while it describes the current state of Agency procedures in this
area, may change within the near future. Additionally, there are L
several references in this letter to Agency regulation STAT
which implements the various provisions of orders and directives S
on this subject. Since a copy of this regula’c:on has previously
been forwarded to your Subcommittee, reference is made. 'lJ)(,J cto
without including the regulation as an enclosure :

Smcerely, _

‘Zs/_ Geerge Bush”

Geoi*ge‘ Bush

Director
Enclosure
Distribution: -
Original - Addresset 1 -ER

1 - DCI 1 - OGC

1 - DDCI L1 - DDA _

1 - D/DCI/IC 1 - OLC Subject

1 - D/DCI/NIC 1 - OLC Chrono
OLC:THW:nd1l (26 February 1976)
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Response to Questions Posed by the Government Information
and Individual Rights Subcommittee of the
’ Committee of Government Operations
of the House of Representatives

QUESTION:

"]) Implementation of Policy. Please identify each office in
your agency that is functionally responsible for developing ' N
and publishing regulations in implementation of policy in '
Executive Order 11652 for classifying and declassifying
official information."

ANSWER: The Deputy Director for Administration, in consul-
tation with and upon the legal advice of the Office of General
Counsel, is responsible for promulgating all Agency regulations.
The Deputy Director for Administration, in drafting regulations
implementing the provisions of E. 0. 11652, coordinates those
regulations with all interested components of the Agency. The
Deputy Director for Administration issues such regulations unless
the General Counsel advises that such regulation must be signed
by the Director of Central Intelligence.

QUESTION:

"2) Criteria for Official Information. What is the criteria established
by your agency for its use in determining whether an item of infor-
mation is 'official information' and subject to possible classifi-
cation under Executive Order 116527 Please include comment especially
applicable to intelligence sources and methods.™ :

ANSWER: Agency regulation|  |states that "all information, STAT
Classified or unclassified, received, compiled, or created by the : :
CIA (except personal copies of unclassified personnel papers) is
official data and the property of the U. S. Government."

QUESTION:

"3) (Criteria for Classifying. Please state the criteria established
by your agency for its use in determining:

f
!
o
I

' ' - -
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a)

Hb)

"C)
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whether an item of official information other than
intelligence sources and methods, requires protection

- under Executive Order 11652 against unauthorized dis-
- closure in the interest of the national defense of the

United States?"

ANSWER: Agency regulationg Part I, paragraph d, - STAT
sets forth the criteria used to determine whether official

information requires protection under E. 0. 11652.

whether an item of official information revealing an
intelligence source requires protection under 50 U.S.C.
403(d) (3) and Executive Order 11652 against unauthorized
disclosure in the interest of the national defense of the
United States." and o

whether an item of official information revealing an
intelligence method requires protection under 50 U.S.C.
403(d) (3) and Executive Order 11652 against unauthorized
disclosure in the interest of the national defense of the
United States."

ANSWER: Official information bearing on intelligence
sources and methods which require protection inherently
involves a mosaic of isolated and often seemingly unrelated
bits and pieces of information which if improperly disclosed
could endanger or reveal such sources and methods. The main

~ criterion involves the application of experienced judgment

to all aspects of the intelligence process in order to insure
that any disclosure will not lead to counteraction which .
would jeopardize the continued existence and productivity

of an intelligence source or method. In short, the criteria
used to determine whether an item of information reveals

an intelligence source or a method are not easily defined

- nor are they static. General guidelines have been set out

which an official, in determining whether an item of infor-

mation revealing an intelligence source or a method needs

to be protected, should follow. Such guidelines are embodied .

in Agegcy Te gulz’ition: the Nat%gnal Security Council STAT
Directive on Classification, Downgrading, Declassification

and Safeguarding of National Security Information of May 17, 1972
(Attachment A), and Director of Central Intelligence Directive

No. 1/7 effective 5 October 1975 (Attachment B).
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QUESTION:

") National Defense and Foreign Relations. Section 1 of Executive
Order 11652 requires that official information be classified for
protection against unauthorized disclosure in the interest of
(1) the national defense or (ii) foreign relations of the United
States. This Presidential directive shows that 'national defense'
and 'foreign relations' are mutually exclusive alternatives.for
deciding whether to classify information."

COMMENT: 1In regard to the last sentence of the above paragraph, _
it should be pointed out that section 1 of E. O. 11652 states in SR
part as follows: "official information or material which requires
protection against unauthorized disclosure in the interest of the-
national defense or foreign relations of the United States (herein-
‘after collectively termed 'national security')....'"  Since both
national defense and foreign relations categories are collectively
termed national security it would seem that the intent of E. O.

11652 would not lead to the conclusion that national defense or

foreign relations are mutually exclusive alternatives for deciding
whether to classify information. In other words, '"mational security"
includes both categories. ’

""fa) Are there circumstances in which the unauthorized disclosure
of information regarding foreign relations of the United
States, such as the disruption of foreign relations, could
reasonably be expected to cause damage to the national defense?" -

ANSWER: Yes. As an example, disclosure of certain infor-
mation could cause a strain or a break in relations with a
foreign country with which the U. S. has a mutual defense
agreement which in turn could result in the denial to the
U. S. by that country of the use of military bases in that
country thus possibly damaging our national defense.

"b) Could the Central Intelligence Agency perform its functions
effectively if your authority to classify information for
secrecy should be limited to information requiring protection

in the interest of national defense, as was the case under
Executlve Order 105017"

ANSWER: Whether the Agency could perform its functlons
effectively would depend on the interpretation that would

i
3 H
{
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be given to the term "national defense'' if adopted
in the environment of today's world. Currently,
this Agency is charged with the responsibility to
produce intelligence on a wide range of ''foreign
relations' type matters for the use of our policy-
makers. Unless such information when necessary
could be protected from unauthorized disclosure
then the Agency could not perform such functions
effectively. It seems clear from a reading of

E. 0. 10501 that the term '"national defense' as
used therein included some of the above types of
""foreign relations' matters. However, I feel that
if the decision were made to replace E. 0. 11652
with its predecessor E. O. 10501, then the term
'"'national defense' would need careful and ample
definition. :

QUESTION:

"5) Authority to Classify. Please state:

a) The number of senior principal deputies and
assistants to the Director who currently exercise
authority under section 2(A)(2) of Executive Order
11652 to classify information originally as Top
Secret."

- ANSWER: As of December 31, 1975, there were eleven
senior principal deputies and assistants to the
Director who exercised such authority.

"b) The number of individuals, other than those in
major elements of the agency as referred to in c)
‘below, who exercise authority under section 2(B) (2)
and (C) of Executive Order 11652 to classify infor-
mation originally as:

(1) Secret
(2) Confidential"

ANSWER: There are no individuals, other than those
in major elements of the Agency as referred to in
question 5) c), who exercise authority to classify
information Secret or Confidential.

4
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""¢) The identity of each major element of the agency, as
that term is used in section 2(A) (3) of Executive Order
11652, and the number of individuals, if any, in each
such major element who currently exercise authority
under the Executive Order to classify information
originally as:

(1) Top Secret
(2) Secret
(3) Confidential"

ANSWER: The major elements of the Agency are: g o | X

Office of the Director
Office of General Counsel
Office of Legislative Counsel
Office of Inspector General
Intelligence Community Staff
National Intelligence Officers
Office of the Comptroller
Office of the Deputy Director for Intelligence
Office of the Deputy Director for Administration
Office of the Deputy Director for Operations
Office of the Deputy Director for Science
and Technology

Within the above listed major elements, there are S - STAT

ersons authorized to classify information Top Secret, '
. ersons authorized to classify information Secret, STAT ‘
and ersons authorized to classify information STAT

Confidential. The above numbers do not include the
Director or his senior principal deputies and assistants
who head each of the major elements listed above. For
security reasons, it is felt that the above numbers should
not be broken down further in an unclassified document.

UESTION:

Effect of Limitation on Authority to Classify. According to
section 2 of Executive Order 11652, and section I.A. of the
National Security Council Directive of May 17, 1972, no person
may exercise classification authority except those officials
who are designated in the order or are specified in writing

. ll6)

5
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pursuant to the order. Section I.B. of the N.S.C. Directive

makes clear the fact that whenever a person incorporates into
a document an item of information that is already classified,
the previously assigned classification shall be reflected on

the newly created document together with the identity of the

classifier. Please advise whether the agency:

a) Permits any person to exercise classification authority
other than the Director and those officials who are
specifically designated in writing pursuant to section 2,
Executive Order 11652."

ANSWER: Agency regulations do not permit Agency officials

to classify information unless authorized pursuant to the
provisions of Agency regulation| ~ |Part II a. STAT
Part II b of that regulation directs that in the event

a person does not have authority to properly classify

information, that person shall forward such information

to someone who has such authority.

"b) Considers this restriction on authority to assign security
classifications as being satisfactory for performance of
agency functions and responsibility.' :

ANSWER: This Agency does not consider such restriction

on authority satisfactory for the performance of Agency
functions and responsibilities.

QUESTION:

"7) Classification of Projects.

a) Does the agency permit officials with classifying authority
to assign a classification to projects and programs in their
entirety, with no distinction between classified and non-
classified items, and, if so:

1) How many officials exercise such authority?

2) What are the instructions that apply to proposals
for (a) assigning such classifications, and (b)
downgrading and declassifying information regardlng
such projects and programs?

. 6
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3) How is the assigned classification communicated
to individuals whose duties require that they
have knowledge of it and who are expected to
safeguard the items of information involved?"

ANSWER: Agency regulation Part II b provides STAT
| be

that "a determination shall made with respect to each

document originated by CIA as to which security classification
category (Top Secret, Secret or Confidential) if any, is

applicable to the document "' Agency regulations do not permit

the classification of projects and programs in their entirety
without distinction between cla551f1ab1e and non-classifiable N
information.

QUESTION:

""8) Compilations of Non-Classified Information. Does the agency permit
the placement of a security classification marking on compilations
- of items of non-classified information, such as a list of non-
classified documents or a reproduction of non-classified documents
on microfilm, and, if so, what are the instructions for:

a) Assigning such classification?
b) Cancelling an assigned classification?"

ANSWER: In general, Agency regulations do not permit the
classification of compilations of items of non-classified
information. However, as set out in| =~ |Part II b (2), - STAT
"Intelligence and intelligence sources and methods inherently
involve a mosaic of information. Isolated and apparently
unrelated items of information could endanger or reveal
intelligence sources and methods.'" In the event a compilation
of non-classified items, which, individually, would not be
classifiable, was determined as revealing classifiable
intelligence or intelligence sources and methods when joined

in a compilation, then the classification of such a compilation
would be permissible under Agency regulations and appllcable
statutes.

QUESTION:

"9) Special Handling Procedures. Please furnish us:

7
Approved For Release 2007/07/12 : CIA-RDP86-00674R000200190003-8




Approved For Release 2007/07/12 : CIA-RDP86-00674R000200190003-8

a) A list of every marking and designator other than
Top Secret, Secret and Confidential that the agency
uses under section 9, Executive Order 11652, to
indicate special access limitations and special
handling requirements for classified information,
and a statement of the meaning and use of each such
marking and indicator."

ANSWER: Certain markings and designators used by the
Agency to indicate special access limitations and special
handling requirements for classified information are
listed in and Attachments A and B hereto. STAT
Such documents also contain a statement of the meaning
and use of each such marking and indicator. In addition
to the above mentioned markings and designators, this
Agency utilizes additional markings/designators to
indicate the need for special handling which are in
furtherance of the "need-to-know' principle described

in E. 0. 11652 and Attachments A and B. However, a
listing of such special markings/designators together
with a statement of the meaning of each such marking/
designator could not be provided in unclassified form
without serious risk to the security of certain matters
the compromise of which could endanger sensitive sources
and methods. '

"b) The number of (1) Members of Congress and (2) the number
of Congressional staff employees who are designated to
have access to agency information bearing special access
restrictions."”

ANSWER: (1) Members of Congress and/or Congressional
committees and their staffs are given access to Agency
information on matters within their jurisdiction as
described in the rules of each House consistent with the
responsibility of the Director of Central Intelligence
to protect intelligence sources and methods from
unauthorized disclosure. (2) As of 5 January 1976,

78 Congressional staff employees had been cleared for
access to Agency information bearing special access
restrictions on a need-to-know basis.

8
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QUESTION:

"10) Accountability Records. Section 6(E) of Executive Order 11652
requires that appropriate accountability records for classified

information shall be established and maintained.

a) Please describe the system or systems operated by
the agency to account for documents and other items
classified:

(1) Top Secret ' S :
(2) Secret . : ' : N
(3) Confidential" .

- ANSWER: (1) The Agency's procedures for accounting for
Top Secret documents are based on E. 0. 11652, the National
Security Council implementation instructions (Attachment A),
Intelligence Community directives, and Agency regulation :
[:::::::%:] Under these procedures, designated individual STAT
component control officers maintain day-to-day control,
accountability and locatability for each Top Secret document
originated by, received in, held by or transmitted out of
their components. Appropriate receipts and records are -
maintained. Control of certain Top Secret documents is

~ presently being converted from a manual decentralized
inventory/control system to an automated centralized ‘
inventory system. (2) and (3) Agency regulations require
that accountability of Secret and Confidential material

be maintained by the receipting of such material transmitted
outside the Agency and the use of inventory lists, logs or
other finding aids for internal control.

"b) Does the agency require that each completed Top Secret,
Secret and Confidential document be recorded on the -
designated accountability record, including documents
held by agency contractors, and, if so, is action taken
on a continuing basis to assure adherence to the requirement?"

ANSWER: The Agency requires that Top Secret documents be
recorded in the designated accountability record regardless
of whether they are held by the Agency or by a contractor.
Secret and Confidential records held by contractors are
recorded on accountability records which are inspected
approximately annually. There is no action taken on a

9
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continuing basis to assure adherence for Secret and
Confidential documents held by the Agency. We rely
on the integrity of our employees and contractors
and on normal supervision of such persons for
adherence to requirements.

'c) Does the requirement that accountability records be
maintained for classified documents serve to make
- them quickly available for review when access to
them is requested under the Freedom of Information
Act?" '

ANSWER: The accountability system for the control of
Top Secret documents serves to make any document
classified Top Secret readily available for review
once such document is identified as containing the
subject matter of a Freedom of Information request.
However, most Freedom of Information requests are
couched in terms which do not identify a specific
or known document, for which the accountability
system for control would be helpful. The requests
usually are broad and in all-inclusive terms which
requires considerable research before a document --
can be identified. The new centralized Top Secret
control system will include a '"quick listing" based
on key words in document titles, which is expected
to be of significant help in expediting the identi-
- fication of documents which may have a bearing on
a particular Freedom of Information request.

QUESTION:

"11) Systematic Review for Declassification. Section 6(G) of
Executive Order 11652 requires that classified information
be reviewed on a systematic basis for declassification at
the earliest practicable date. ' '

~a) Please describe the system or systems operated by .
the agency for reviewing classified documents and
other classified items to determine whether the
classification may be cancelled. (This request
applies to review of individual items, not to review
of regulations or guides for assigning classifications.)"

10
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ANSWER: Part III of Agency regulation which ~  STAT
implements E. O. 11652, contains language similar to

that of section 6(G) of the Order. It states that

"...Agency components, to the extent practicable,

shall review documents on a systematic basis and
declassify and downgrade them, as warranted." In

connection therewith, this Agency has the following

active declassification programs:

(1) Documents of Predecessor Agencies.

Pursuant to section III A of Attachment A and " R
section 5(E) of E. 0. 11652, the Agency in collabo-
ration with the Records Declassification Division of
the National Archives, is reviewing 30-year-old
materials originated by CIA's predecessor agencies
(the Coordinator of Information and the Office of
Strategic Services). Significant progress has been

- made in completing the review of records held by the
National Archives and Presidential libraries, and our
efforts are now being concentrated on documents still
in the custody of CIA. Some declassified record series
have already been turned over to the National Archives
for accessioning, e.g., 0SS motion picture films, 0SS
maps, and captured German military-geographic studies.

(2) Freedom of Infbrmation/Privacy Act Requests.

- As a result of the recent amendments to the Freedom
of Information Act and the Privacy Act, this Agency is
devoting a major effort to the review of Agency documents
to determine which documents requested under these Acts
have been or can be declassified. From January 1, 1975
to November 20, 1975 this Agency had received a total of
6,793 such requests. For a further discussion of the
disposition of these requests, please see the letter .
from former Director Colby to you dated 20 December 1975.
Materials declassified, in whole or in part, as the result
of FOIA and Privacy requests are provided on a continuing
basis to a commercial firm which indexes and microfilms the
documents and makes their products available to the public

- on a commercial basis. (Other federal agencies are also
involved in this program.)

1
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(3)' Mandatory Declassification Review Requests.

As a result of the provisiohs of E. 0. 11652 as

implemented by Part III a (3) of Agency regulation -
[;mpj this Agency frequently receives requests - STAT
or the mandatory review of certain Agency documents.

This Agency receives on the average 230 such requests
per year.

(4) Other.

In addition to the above mentioned programs, this
Agency reviews certain specific documents or series of
documents on an ad hoc basis as a result of particular
requests. For example, a very large number of documents
were reviewed for declassification as a result of the
requests for documents levied by the Rockefeller
"Commission on CIA Activities Within the United States,"
as well as the Senate and House Select Committees on
Intelligence. Currently, the Agency is.also reviewing
all Agency documents provided the Warren Commission for
the purpose of declassifying and releasing for public
access as many of those documents as possible.

With respect to the above programs, the Agency

publishes an Annual Declassification List, which

includes citations to all documents which have become
~.declassified through the Advanced Declassification

Schedule or the General Declassification Schedule.

Copies of this report are provided the National Archivist

and documents listed therein become available to members

of the public through that office. '

"b) - In practice, is each classified document held by the
agency reviewed specifically for declassification on
any established schedule, such as each six months, and, :
if not, ‘'would a requirement for such a review be practicable?"

ANSWER: Except for the programs described above, this

Agency does not have a program aimed at the review of each
individual classified Agency document for possible declassifi-
cation on an established schedule and a requirement for a
periodic review, such as every six months, would not be
practical. Consideration has been given to establishing a

12
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systematic program for reviewing all classified
documents at specified periodic intervals. However,
in view of the large volume of classified matter
originated by the CIA, it is obvious that even

that type of program would require a huge manpower
commitment, thereby adversely affecting programs

of higher priority. Moreover, the inherent sensi-
tivity of intelligence sources and methods makes it
questionable whether a program for the systematic
classification review of all documents would result

in a significant percentage of them being declassified,
or even downgraded. We do plan to continue our com-
sideration of the feasibility of such a program or, as
an alternative, changes in the format and content of
our intelligence reports which would enable us to make
more of them subject to the General Declassification
Schedule. - : :

"¢} Is each classified document held by agency contractors
reviewed specifically for declassification (1) on any
established schedule, and (2) at completion of the
contract which required use of the document?"

ANSWER:  Classified documents held by Agency contractors

are copies of documents held by the Agency. A review is
made at the completion of each contract which may result

in their being declassified or being returned to the Agency,
but usually results in their being destroyed. There is no
established schedule for reviewing these documents for '
declassification. :

"d) Is each document with a classification notation reviewed
specifically for declassification at the time it is pro-
cessed out of an office for retirement, and if not, why
cannot such a review be made?" : S

ANSWER: Due to the enormous amount of classified
material produced by this Agency, no program exists
which would provide for a classification review of
each classified document as it is processed out for
retirement. Such a program would call for such an
extremely large manpower commitment as to be almost
physically impossible and would adversely affect Agency
programs of higher priority. Furthermore, it is sub-
mitted that such an expenditure of public funds should

| 13 | .
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be geared to meet specific requirements clearly in
the public interest. The interest must prompt the
Treview. S S

"'e) Please advise us of any special instructions on
- reviewing intelligence sources and intelligence
methods for declassification, including the authori-
zation for declassification." :

ANSWER: This Agency has not issued any special
instructions for reviewing information bearing on
intelligence sources and methods for declassification.
However, as a member of the United States Intelligence
Board Security Committee, the Agency helped prepare

a proposed set of guidelines entitled Interim Intelligence
Commmnity Guidelines for Declassification or Extended
Classification of Information Concerning Intelligence
Sources and Methods. This proposal is presently under
review by the Interagency Classification Review Committee.
Upon concurrence, it will be submitted to the appropriate
office for approval, promulgation and use by this Agency
as well as others.

QUESTION:

"12) Exemption of Classified Information from General Declassification
o Schedule. Please state, to the extent practicable, the percentage
of agency documents in each classification category that are
designated as being exempt from the general declassification
schedule in section 5(A), Executive Order 11652."

ANSWER: As noted previously, the Director of Central Intelligence
is charged by statute to protect intelligence sources and methods
from unauthorized disclosure. Inherent in substantive information
are clues to the means (source or method) by which it was obtained.
Agency documents containing such information must normally be pro-
tected beyond the automatic declassification period to insure the
continued efficacy of these sources and methods. Therefore, most
Agency documents must be exempted from automatic declassification.

It is not practicable to estimate the percentage of all Agency
documents, whether by category or overall, that are so exempted.
It can be said, however, that a large majority of Agency documents
are so exempted.

14
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QUESTION:

"13) Classified Contracts. Would you please state:

a) Approximately how many of the agency's prime
contracts currently in force involve disclosure
to the contractor of information classified -

(1) Top Secret
(2) Secret
(3) Confidential"

ANSWER: - Agency contracts currently in force do
not readily fall into the categories of Top Secret,

~ Secret, and Confidential since many contracts call
for disclosure to the contractor of a mixture of
information bearing different degrees of classification.
Given this, it is our best estimate that of the total
number of Agency contracts, seven percent involve the
disclosure to the contractors of information classified
Top Secret, twelve percent involve Secret information,
and forty-seven percent involve disclosure of infor-
mation classified Confidential.

"b) Approximately how many agency projects that are currently
under contract awarded by some other agency involve dis-
closure to the contractor of information classified -

(1) Top Secret
(2) Secret
(3) Confidential"

ANSWER:  Information relative to the number of Agency
projects currently under a contract awarded by some
other federal agency which involve the disclosure to
the contractor of classified information is not part
of any of the Agency's automated systems and an answer
to this question would require an immense amount of
labor in manual research. Such a search would be
further complicated by the fact that in many cases
the Agency simply transfers funds to another agency
which may do the work in-house, may contract out the
work, or may utilize both. :

15 .
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"¢} How many different commercial firms and other non-Federal =
entities are involved in performance of the agency's
classified contracts."

ANSWER: There are 638 commercial firms and other
non-federal entities which participate in Agency
contracts involving classified information.

QUESTION:

'""14) Non-Classified Intelligence Sources and Methods. -

- If an item of information revealing an intelligence source
or an intelligence method does not qualify for a classification
of Confidential or higher under Executive Order 11652, do you
consider that you have responsibility under 50 U.S.C. 403(d)(3)
for protecting such information from unauthorized disclosure,
and if so: - S

a) What is the basis for that belief?

b) What criteria apply in determining.the need fbf protectioﬁ?A' j
c) What protéction system is used? |

d) What would constitute an unauthorized diéélosure?"

ANSWER: The responsibility placed upon the Director of - .
. Central Intelligence by the National Security Act of 1947
to protect intelligence sources and methods, and the require-
ments and authorities of E. 0. 11652 to protect national
security information and material levied on specified U. S.
Government agencies and departments, are separate authorities .-
and obligations. While some information which would reveal
intelligence sources and methods would also clearly fall
within the definitions of classifiable information set forth
in E. 0. 11652, not all such information is so readily categorized.
In other words, information which would reveal intelligence sources
and methods may require protection under both E. O. 11652 and the
National Security Act of 1947; however, not all intelligence
~sources and methods information may necessarily meet the =
classification criteria set forth in the Executive Order.
Since these are two separate and distinct authorities and
obligations, a discussion of criteria used to protect one
type of information will not necessarily produce an under-
standing of the criteria used to determine classifiability of
-he other. ~ : :

16
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While the criteria used to determine whether information
is classifiable under E. 0. 11652 is explicit in that Order,
there are no criteria established in the National Security
Act of 1947 to determine when and how information regarding
sources and methods should be protected. This is left to
the discretion of the Director of Central Intelligence.
In fact, the Director of Central Intelligence uses many
different means to protect information which would reveal
sources and methods depending upon the sensitivity involved.
These means range from a utilization of the provisions of
paragraphs VI A (1) and (2) of Attachment A concerning the
determination of trustworthiness (security clearance) and
the need-to-know of the recipient of information; to physical
control of information by limiting the access thereto by
restricting access to the buildings in which such infor-
mation is stored by locking such information in safes and
vaults, by employing human guards to control access and by
other physical means. Another means adopted by the Director
of Central Intelligence to protect information bearing on
intelligence sources and methods is to apply the classification - o
system set out in E. O. 11652 to such information. In this o STAT
regard, see Agency regulation] == |Parts I b, II b, and n
-IT B (2) which set forth inter alia that "The responsibility
- of the Director to protect intelligence sources and methods,
as prescribed by the National Security Act of 1947, also will
be implemented by CIA actions under the Order' [E. O. 11652];
that "The classification decision shall be based upon the =
definitions of security information (Part I, Section d) and
the principles prescribed in the following paragraphs;" and
that "Intelligence and intelligence sources and methods
inherently involve a mosaic of information. Isolated and
apparently unrelated items of information therefore could
endanger or reveal intelligence sources and methods.'' Both
‘civil and criminal legal remedies are available for certain
unauthorized disclosures of classified information. Any
disclosure of information which would reveal intelligence
sources and methods, when such disclosure is not made pursuant
to Agency regulations or authorizations, would be umauthorized
in terms of this question.

QUESTION:

""15) Referral of Violations to Department of Justice. Please state

17 :
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the number of cases arising in the agency during the preceding
two-year period under section 13, Executive Order 11652, involving:

a) An officer or employee being disciplined for the |
wnauthorized disclosure of classified information.''

ANSWER: With the exception of administrative penalties

for security violations, e.g. leaving a safe open, or .

leaving a classified document exposed, in which an actual
unauthorized disclosure could not be ascertained, records -

of this Agency do not reveal that any officer or employee o
has been disciplined for the unauthorized disclosure of =~ X
classified information.

"b) The referral to the Department of Justice of a possible
violation of criminal statutes regarding unauthorized
disclosure of information."

ANSWER: Three cases have been brought to the attention
of the Department of Justice in which this Agency
believes there was a possible violation of the criminal
statutes regarding the unauthorized disclosure of infor-
mation.

SLHEShE 7wy o gL ST Ol | R

43 y3
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Chapter J{l--Presidaatial Dacuments, etc:

”

DIRECTIVE OF MAY 17, 1972 # L
Natzoral Securl‘ty Councﬂ
" Directive Governing the -
C‘lassmca‘fuon Downgradmg, -
vDeclassmcatlon and Safeguardmcf
 of National Securlty Informatlo

Thc Prcsxdcnt has chrected that Executive Order 11632, € Clamﬁca—- o L ; -
tion and Declassification of National Security Information and Matedal,” =
" approved March 8, 1972 (37 F.R. 5909 March 10, 19/7) bc 1mp70~ :
meated in accordance with the foJowmg ST

. S
e 4o

» _AUTHom'ry To CLASSIE-{_

~ A. Personal and Non-delegable. Classification authorit ¥ maj be t*<-
“ercised only by those officials who are designated by, or in writing pur-
‘suant to, Section 2 of Executive Order 11652 (hereinafter the “Order”). )
Such officials may classify information or materal only at the Jevel au- 7
thorized or below. This authority vests only to the official dc_\wr’xatgd o
_under the Order, and may not be delegated. » Lt

B. Observance of Class.ﬁCatzan Whenever mform"mfn or mdtcnal R
classified by an official designated under A above Is incorporated in an- ;.
other document or other material by any person other than the classifier, ?

 the prev iously assigned security classification category sh'\u be cﬂtct dt‘
thereon together with the identity of theclasstfiec. -~ = - - 7R

C. Identification of Classifier. The person at the highest level Futhoriz- ST
ing the classification must be ideatified on the face of the jn! formationor . © -
material classified, unless the identity of such person m'rrqt disclose sensi- _
tive inteiligence information. In the latter instance the D"cartment DR , ._"
shall estzblish some other record by which the classmer can readily be o i
identified. - S

D. Record Pe]uznmznf Each Department listed in Section ‘?t A)
of the Order shall maintain a listing by name of the officials wio have
been designated in writing to kave Tep Sceret cl assification 'm"\ nL},

R R R

»o
ro
~
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Chaptar III--Prasidential Documeals, etc.

other material, the document or other material shall be classtfied, down-.
graded or declassified in accordance with the provisions of the Order
and Directives thereunder applicable to the information requiring the

 greatest protection.

C. Material Not O fficially Transferred. When a Department holding
classifed information or material under the circumstances described 1n
Section 3{D) of the Order notifies another Department of its intention
to downgrade or declassify, it shall 2llow the notified Department 30
days in which to express its objections before taking action.  © o -

D. Declassificatior. of Material 30 Years Old. The head of each De-

- partment shall 2ssign experienced personnel to assist the Archivist of
. the United States in the exercise of his responsibility under Section 5{E) e
of the Order to systematically review for declassi

_ ification all materials
classified before June 1, 1972 and more-than 30 years old. Such pee- @
sonnel will: (1) provide guidance and assistance to archival employces
in identifyinz and separating those materials originated in their Depart-
ments which are deemed to require continued classification; and (2)
"develop a list for submission to the head of the Department which identi-
fies the materials so separated, with recommendations concerning con-
tinued classification. The head of the originating Department will then

" make the determination required under Section 5(E) of the rder and
cause 2 list to be created which identifies the docurmentation iacluded

O . [P - o n e

in the determination, indicates the reasen for continued classification and
specifies the date on which such material shall bs declassified. L

E. Notification of Expedited Downgrading or Declassification, When
- classified information o material is downgradéd or deda&iﬁedgin a S
 manner other than originally specified, whether scheduled or exemapted, ~ - - i
the classifier shall, to the extent practicable, prompily notify all address- | R
" ees to whom the information or material was criginally officially trans- .

mitted. In turn, the addressees shall notify any other known recipient
of the classified information or material. B -

III Review oF CLASSIFIED MATERIAL FO2 DECLASSIFICATION
Praroses

A. Systematic Revtews. All information 2

the effective date of the Order and determined i
e 21, 44 U.S.C. {82 Stat. 1287) 0 be ol su

value to warrant preservation shuil be systemoticn

270
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Title 3A--Tha Prasidznt, Appandix

Fach Depariment listed in Section 2 (A) and {B) of the Order shall also
.maintain separate listings by name of the persons designated in wiiting
to have Secret authority and persons designated in writing to have Con-
fidential authority. In cases where listing of the names of officials having -
classification authority might disclose sensitive intelligeace information, -
the Depariment shall establish some other record by which such officials -~
can readily be identified. The foregoing listings and records shall be
compiled beginning July 1, 1972 and ‘updated at least on a quarterly

basis. *
E. Resolution of Doubts. If the classifier has any substantial doubt as o
" to which security classification category is appropriate, or as to whether
the material should be classified at all, he should designate the less re- - -}~ -
strictive treatment. T T o ENR TR
II DowNcraDING AND DEGLASSIFICATION C -

A. General Declassification Schedule and Exemptions. Classified in-
formation and material shall be declassified as soon as there are no longer
any grounds for continued classification within the classification category
definitions st forth in Section 1 of the Order. At the time of origination'» o
the dassjﬁer'shall, whenever possible, clbearly mark on the information or - - .

" material a specific date or event upon which downgrading or declassifica- S (
‘tion shall occur. Such dates or events shall be as carly as is permissible.
without causing damage to the national secarity as dehined in Section 1
of the Order. Whenever eatlisr dates or events cannot-be determined, -

the General Declassification Schedule set forth in Section 5(A) of the
Order shall apply. If the information or material is exempted under Sec- -
tion 5(B) of the Order from the General Declassification Sg’ned;ule, the
classifier shail clearly mark the material to show that it is exerapt and . L
indicate the applicable exemption category. Unless impossible, the ex- .
empted information or material shall be assigned and clearly marked by
the classifier with a specific date or event upon ivhich declassification
shall occur. Downgrading and declassification dates or events established
in acordance with the foregoing, whether scheduled or non-scheduled, -
shall to the estent possible be carried forward and applied whensver
the classified information or material is incorporated in other documenis

ees om e m——

or material.

s

B. Extracts and Compiintions. When classified information or maie

rial from more than ons source is incorporated Into a new documeant ¢r

~)

N
S

i

v
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Title 3A--The President, Appen

basis by each Dcpar*ment for the purpose of making such information and
material publicly available in accordance with the determination regard-
ing declassification made by the classifier under Section 5 of the Order.
During each calendar year each Department shall segregate to the maxi- | !
mum extent possible all such information and material 'warranting pres- .
ervation and becoming declassified at or prior to the end of such year.
Prompily zfter the end of such year the Department respounsible, or the
Axchives of the United States if transferred thereto, shall make the de-
classified information and material available to the pubhc to the cxtent o
permitted by law o SRR

B.. Reviet for Declasszﬁcatzon of Clamfed Material Over IO }ears N
Old. Each Department shall designate in its implemeating regulationsan. | . -
office to which members of the public or Departments may direct re-.. e
quests for mandatory review for declassification under Section 5 (C) and
(D) of the Order. This office shall in turn assign the request to the ap-
propriate office for action. In addition, this office or the office which has
been assigned actioa shall immediately acknowledge rcceipt of the rcqucst
in writing. If the request requires the rendering of services for which fair
and equitable fees should be charged pursuant to Title 5 of the Inde-
pendent Offices Appropriations Act, 1932, 65 Stat. 290, 51 U.S.C. 483a
~ the requester shall be so notified. The office which has beer assigned .
' action shall thereafter make a determination within 30 days of receipt
or shall explain the rezsons why further time is necessary. If at the end of
60 days from receipt of the request for review no determination has been
made, the requester may apply to the Deparimental Committee estab- _
. lished by Szction 7(8) of the Order for a determination. Should the office
assignad action on a request for revies determine that vader the criteria
. set forth in Section 5(B) of the Order continued classification i rcauuxd _
the requester shall promptly be notified, and whgnever po&xblv, provide o
with a brief statement as to why the requested informatioa or material - ’
. cannot be declassified. The requester may appeal 2 ny such det ermination - i

to the Departmental Committee and the notice of détemmauon shail
advise him of this right. : _. _

C. Dr’pnrlmpmalCom’nL gz R fur D»clmszﬁca, on. The Dgpa i i
meatal Commitiez shall s _?‘).'sh \l‘II'C:. to review and act within .

S days upon all <.pphmt-ons and apprabs regarding requests for des
sification. The Department head, acting through the Dupnt'nm.,-. Cm.-
mittee shall be authorized o over-rule previous determinations in w hole

or wn pact when, In its j-.:d sment, coatinued protection Is no longer re-
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quired. If the Departmental Committee determines that continued clas-
sification is required under the criteria of Section 5(B) of the Order it
shall promptly so notify the requester and advise him that he may appeal
the denial to the Interagency Classification Review Commitiee.

D. Review of Classified Material Over 30 Years Old. A requsst by
a member of the public or by 2 Department under Section 5 (C) or
(D) of the Order to review for declassification documents more than 30
. years old shall be referred directly to the Archivist of the United States,
and he shall have the requested documents reviewed for declassification o :
 in accordance with Part I1.D. hereof. If the information or mateérial =~ - R S S
requested has not been transferred to the General Services Administra- R S
tion for accession into the Archives, the Archivist shall, together with the o { -
head of the Departmenf having custody, have the requested documents N
reviewed for declassification. Classification shall be continued in either .
case only where the head of the Department concerned makes at that
‘time the personal determination required by Section 5(E) {1) of the
Order. The Archivist shall promptly notify the requester of such determi-
nation and of his right to appeal the denial to the Interagency Clessifica-
tion Review Committee. o -

E. Burden of Proof for Administrative Determinations. For purposes’
of administrative determinations under B., C., or D. above, the burden
of proof is on the originating Department to stow that continued classt-
fication is warranted within the terms of the Order.. ' o

[RYEN

F. Availability of Declassified Material. Upon 2 determination uader
B., C., or D. above that the requested material no longer warranis classi-
fication it shall be declassified and made promptly available 1o the
requester, if not otherwise exempt from disclesure under Section;552{b})

of Title 5 U.S.C. (Freedom of Information Act) or other provisionZof
: . i 3 .

e

laswv. . \

G. Classification Review Requests. As required by Section 5(C} of the
Order, a request for classification review must describe .the document

_obtain it with a reasonable amount of cffort. Whenever a 1¢ juest is Co
deficient in its description of the record sought, the reqnester should be '
asked to provide additional identifying information whenzver posIDic. » o

Before denying a request on the ground that it is unduly burdensome, the

requester should be asked to limit his request to records thal are reason-

A ] \] P

2 1.1 L 1n: N e thaldaz: - oy e e S 1 itk i
ably obtatnable. If nonz-tne-less ine rzquesier Goes not deseribe the

1y
(%]
-

taure O 23 =37
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records sought with sufficient particularity, or the record requested can-
not be obtained with a reasonable amount of effort, the requester shall
be notified of the reasons why no action m[l be taken and of th right
to appe 1l such decmon '

A. When Document or Other Matericd is Prepared. At the time of -
origination, each document or ofh“r mwter'al containing classified in- -

forma.txon shall be mark ed with its assigned security cxasuﬁfatlon and . aE
whether it is subject. to or e\empt from the General DPcIa.ss-ﬁcatxon T

Schedule.

(1) For markmu documPn,s which are sub_;cct to the General Dc- :

clasuﬁcar.wrx Sch‘.dulc the following stamp shall be uaed

(TOP SECRET, SECRET OR CONFIDENTIAL) crasstren 7~

‘BY S i —
SUBJECT TO GE\"E‘{AL DF'CLASQI"IC*\TIOV SCHEDULE OF -
EXECUTIVE ORDER 11652 AUTOMATICALLY DOWNGRADED
AT TWO YEAR IJNTERV‘\.L.S AND DECL!\SS[FIFD ON DEC. 31

(ins=rt year)

(2) F or marking documents which are to be automatically declassified
on a givea event or date earlier than the General Declassification Srhed-
uL the following stamp shall be used:

(LOP SECAET S“C’{ET OR CONFIDE\'TIAL) CL‘\SSTFILD

" BY
AUTOMATICALLY DECLASSIFIED ON (e‘tf'ctue date or event)

(3) For marking documents which are exempt from the /General
Declassification Schedule the following stamp shall be used: N

(TOP SECRET, SECRET OR CONFIDENTIAL) GLASSIFIED

BY _ B . ’ ..~'

EXEMPT FROM GE\"RAT D...CL»\QS[VI(,'\TIO\' SCHEDULE OF -
EXECUTIVE ORDER 11632 EXEMPTION CATEGORY (§3B (1),

. - e ’ c
Should ihe classifier inadvertently fail to mark a document with one of
the fvu cgoing staraps the document shall be deemed to be subicet to the

3
n)
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Chapter lII--Presidential Docurpzats, eic.

General Declassification Schedule. The person who signs or hnally ap-
proves a document or other material containing clas i ied information
shall bz deemed to be the classifer. If the classifier is other t..:m such
person heshall be identified on the stamp as indicated. -'

The “Restricted Data” and “Formerly Restricted Data” stamps (H..
below) are, in themselves, evidence of ex empnon fro*n the Ccmzral
Dcclassxﬁcauo*t Schcdule- o R ; . S

B. Overall ard Pege .M arking of Documents. The overall classifica-
tion of a document, whether or not parmanently bound, or any copy or
reproduction thereof, shall be consp icuously marked or stamped at the
top and bottom of the outside of the front cover (if any), on the title
page (if any), on the first page, on the back page and on the outside :
of the back cover (if any). To the extent practicable ezch interict paoc e ' .

.~ of a docement which is not permancnt‘v bound shall be consp: fcuously L
marked or stamped at the top and bottom according to its own content, - o l
including the designation “Unclassified” when appropriate. ST

o

, C. Paragraph Marking. Whenever a classified document contains
< either more than one security classification category or unclassified in-
- formation, each section, part or paragraph should be raarked to the ex-

tent praciicable to show its class ification category or that it is unclassified.

i —— e ar

D. Material Otker Than Documenis. If classified mMu;:I cannot be
marked, written notification of the information otherwise renmrﬂ in - -
markingsshalla accompany such material. R

+ omm——

E. Transmiital Documents, A transmitta al dox_u'nem shaii cam/ on it

a prominent notation as to the highest classification of the information

which is carried with it, and a legend showing the classificalion, if any,
] .

of the transmittal document standing alone. ' oL -

A PRy

F. Wholly Unc!assr'ﬁed Material Not Usually Marked. Normally, un- o

classifed material shall not be marked or sta'nped “b nch ified™ unless

the purpose of the marking is to indicate that a decision haa been made

not to classify it.

G. Downgrading, Declassification end Upgrading darkings. When-

N
.

ever a chunge is made in the original classification or in the datesef down

-grading or declassification of any classified information or matasial it
shall be promuptly and COl’Ia{)lLL‘O‘l dy marked 1o indicate the change,

the authority for the aciion, the date of the action, and the identity of the

%)
)
P2
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crson taking the a Cth\.. In addition, ali earlier classification markizss
S o
shall be cancelled, if practicable, but in any event on the first page.

(1) Limited Use of Posted Notice for Lerge Quantitizs of Material.” -
When the volume of informaticn or material is such that prompt remark- * 5
ing of each classified item could not be accomplished without uadely .
interfering with operations, the custodian may attach downgrading, de- 7.
classification or upgrading notices to the storage unit in lien of the re-
marking otherwise required. Each notice shall indicate the change, the -
authority for the action, the date of the action, the identity of the person
taking the action and the storage units to which it applies. When individ-- -

. ual documents or other materials are withdrawn from such storage units. .. - -
they shall be promptly remarked in accordance with the change, or if the
documents have been declassified, the old markings shall be cancaxled.

(2) Trans[er of Stored Quantities Covered by Posted Notice. Wi hen
information or material subject to a posted downgrading, upzrading or
declassification notice are withdrawn from one storage unit solely for
transfer to another, or a storage unit containing such documents or
other materials is transferred from one place to another, the transfer
may be made without remarking if the not'ce is atta h d L'to or rema i"lS A
with each shipment. . T . .

H. Additional Warning Notices. In addition to the foregoing marking
requirements, warning notices shall be prominently displayed on classi-
fied documents or maitcrials as prescribed below. When display of these
‘warning notices cn the documents or other miaterials is rot f"a’i‘)lc, the
warnings shall be included In the written notmcatlo'z of thé n..\s'm d

classification. A

. , :
(1) Restricted Data. For classified informatiion or material containing
Restricted Data as defined in the \to’l.ic En:r.gy: Act of 193% as
amended: _ . ' ; .
’ ESTRICTED DATA” :

This documeant contains Resteictad Data as defined in the Atomic Baerzy
Act of 1954, Its dissemination oc disclosure to any unauthocized person
is prohibited. )

(4 LN

3

(2) Formerly Restrizizd Data. Tor classified information or matsrial
cont '1in"1 z solely Formerly Restricred lh'... as defined 1n Saction 1424,

¢

Atomic Encrgy Act of 1954, ts amenc
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“FORMERLY RESTRICTED DATA”

Unauthorized disclosure subject to Administrative and Criminal Saac-
tions. ¥andla as Restricted Data in Foreign Dissemination. Ssction l-i—i-.b.,
Atomu. En;r-r,' Act, 1934, ' ‘

(3) Information Other Thanr Restricted Da’a or pormprlj Restricted
: Da!a For classified information or material furnished to persons outside
the Executive Branch of Gove rnment ozher than as de nbed in ( l) and -

(2) above: "
‘.‘NATIOXAL S CURITY INF ORMATION”

Urauthorized Disclosure Subject to Criminal Sanctions.

- (4) Sensttive Intelligence Information. For classified 1'1f0'm"t10n or
material relating to sensitive inteliigence sources and methods, the follow-
ing warning notice shall be vsed, in addition to and in COZ"_JU'ICUOII with o
those prcscn‘aed in (1), (2), or (3), above, as appropriate: . . . . Do

_ “WARNING I\:OTLCE—-—SENbITIVE INTELLIGENGE SOT'RCES -
AND METHODS INVOLVED” ~ . _ . B n !

V  ProTECTION AND TransMissiON OF CLASSIFIED INFORMATION

A. Generel. Classified information or material may be used, held, or
stored only where there are facilities or under conditions adequate to -
_prevent unauthorized persons from gaining access to it. Whenever such
information or material is not under the personal supervision of an-
authorized person, the methods set forth in dppendiv A hereto shall be
used to protect it. Whenever such information or material is transmitted
outside the originating Department the requirements of Appendix 5

heretoshall be cbserved.

[RTEN

B. Loss or Possible Compromise. Any person who ha:, kno.ledve of . i

the loss or possible compromise of classified informaticn shall imng ’m'—' e

- ately report the circumstances to a designated o"r”'cm; of his Depar t"mnt

or organization. In turn, the originating Departmert and any other - HE

interested Department shall be notified about the loss or possible com- '

‘promise in order that a damage asscssment may be-cénducted. An
d by the Department in whi ich the ‘

immediate inquiry shall be initiate
loss or comprorisc occurred for the purp:,sp of taking corrective meas
,orl '" zal action.

IR

ures and appropriate admialsirative,

b s

VI ACCESS AND ACCOUNTADILITY

.
v
[d
e
o
-
—
”~N
-
.

N Geuneral Access Requirsingnis, Bxoept

[P T
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‘tion has been made as to his trustworthiness. The determination of :;
-eligibility, referred to as a security clearance, shall be based on such

- standards and criteria of E.O. 10450 and E.O. 10865 as appropriate:-

ment shall make provision for administratively withdrawing the security
clearance of any person who no longer requires access to classified infor- -

_ duties or contractural obligations. Likewise, when a person no longer

needs access to a particular security classification category, the security .~ !

“action shall be without prejudice to the person’s eligibility for a sceurity - o

Section 12 of the Order.

Title 3A--The President, Appandix

below, access to classified information shall be grante in accordance -,
with the following: '

(1) Determination of Trustworthiness. No person shall be given-
access to classified information or material unless a favorable determina-

investigations as the Department may require in accordance with the

- (2) Determination of Need-to-Know. In addition to a security clear- .
ance, a person must have 2 nzed for access te the particular classified S
information or material sought in connection with the performance of his -~
official duties or contractual nbligations. The determination of that need. .-
shall be madé by officials having responsibility for the classified infor- "~
mation or material. E - : -

(3) Administrative Withdrarsal of Security Clearance. Each Depart- .
mation or material in connection with the performance of his official

clearance shall be adjusted to the classification category still required
for the performance of his duties and obligations. In both instances, such -

clearance should the need agaia arise.

B. Access by Hisiorical Researchers. Persons outside the; Executive -
Branch engaged in historical research projects may be autho'\s';_’lzcd %.ccess N
to classified information or material providr:’d that the head of the !
originating Department determines that: ' : S '

. ) e . : s
(1) The project and access sought conform to the requirsments of

(2) The information or material requested is reasonably accessible
and can be located and compiled with a reasonable amount of effort. :
h R H

(3) The historical cesearcher agrees to safeguard the information or
material in o manner consisteat with the Order and Directives there-

under.

w)
'
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Chapter HI--Prasidential Documents, eic.

(4) The histoiical rescarcher agrees to authorize a review of his
notes and manuscript for the sole purpose of determining that no cla_\>1-

fied information or matcual 15 co*m.:ncd therein.

An authorization for access shail be valid for the period rcquxred but
no longer than two years from the date of issuance unless renewed under
regulations of the originating Department. -

C. dccess by Farmer Presidertial »I-p[)aintees. Persons who previously
occupied policy making positions to which they were appointed by the - »
. President, other than those referred to in Section 11 of the Order, may . . I
be authorized access to classified information or material which they : :
- originated, reviewed, signed or received while in public office. Upon the
* request of any such former official, such infsrmation and material as he
- may identify shall be reviewed for acc!assmcanon in accordance with
“the provisions of Section 5 of the Order. - ' Lo

D. Consent of Oniginating Dﬂ[)artrrent to Dzssemnzatror by Reczpz-
ent. Except as otherwise provided by Section 102 of the National Seca-
rity Act of 1947, 61 Stat. 495, 50 U.S.C. 403, classified information or-
material originating in one Department shall not be disseminated outside
any other Department to which it has been made avzulablc without
the consent of L"IC originating Departme'xt S

E. Dissemination of Sensitive Intelligence Information. Information ~  ~ -
or matedal bearing the notation “WARNING NOTICE—SENSI- '
TIVE INTELLIGENCE SOURCES AND METHODS IN-
VOLVED?” shall not be disseminated in any manner outside zuthorized
chanue!s without the permission of the originating Department and an

-assessmeat by the senior intelligence official in the dl&semmatm'r Dgpart- o .
ment as to the potential risk to the national security and to the in teluvencc L ' RS

g

sources and methods involved., : o A o 5

¥. Restraint on Special Access Requirements. The ebtmolbhmcnt of
special rules limiting access to, distribution and protection of classified
in{ormation and material under Section 9 of the Order requires the
specific prior approval of the head of 2 Deparzmen“ r his designee.

G. Accouniability Procedures. Each Deparmen shali preseribe such
aceountability procedures as are necessary to control effectively the dis-
semintaion of classifisd information or mateqzl. Pacticalarly stringent

conrcels shall be placed on information aad material clasifind Top Seeret.

2 e
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Title 3A--Thz Presidzat, Apperdix

(1) Top Secret Control Oficers. Top Secret Control Officers shalt
be designated; as required, to receive, maintain current accountabihty
records of, and dispatch Top Secret material. ' :

(2) Physical Irventory. A physical inventory of all Top Secret ma--
terial shall be made at least annually. As an exceptbion, repositories stor-
ing large volumes of classified material, shall develop inventory lists or
other finding aids. : : ‘ B

(3) Current Accountability. Top Secret and Secret information 2nd

" materizl shall be subject to such controls including current accountabil-
ity records as the head of the Department may prescribe. ‘ ‘

(4) Restraint on Reproduction. Documents or porticns of documents
‘containing Top Secret information shall not be reproduced without the
" consent of the originating office. All other classified material shall be re-
" produced sparingly and any stated prohibition against reproductionshall "~
be strictly adhered to. : ' - ' o R

(5) Restraint on Number of Copies. The number of coples of docu-
‘meats containing classified information shall be kept to a miniccum to
decrease the risk of compromise and reduce storage costs. ' S

VII .Data InpeEx SYSTEM o o . ; (

Each Department originating classified information or material shall
undertake to establish a data index system for Top Secret, Secret and )
Confidential information in selected categories approved by the Inter-
agency Classification Review Cormmittee as having sufficient historical or
other value approgriate for preservation. The index system shall contain
‘the following data for each document indexed: (a) Identity of classifier,
(b) Department of origin, (c) Addressess, (d) Date of classiﬁ'cationg( )
Subject/Area, (f) Classification category and whether subject t& or
excmpt from the General Declassification Schedyle, (g) If exempt,
which exemption category is applicable, (h) Daté ot event. set for declas- |- i
sification, and (i) File designation. Information and material shall be i
indexed into the system at the earliest practicable date during the courss

+ .t ot —————
t

of the calendar year in which it is produced and classificd, or in any event
no later than March 31st of the succeading year. Each Department shall
undectake to establish such a data index system no later than July 1,
1973, which shall index the selected categories of information and ma-
terial produced and classified aftsr December 31, 1972,

AR

LR
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Chapter II--Presidentia} D ccumszats, etc.
VIII CoaBat OpsrATIONS

The provisions of the Order and this Direciive with regard to dis-
semination, transmission, or safekeeping of classified information or ma-
terial may be so modified in correction with combat or combat-related
opcratxons as the Secretary of Defense may by regulations prescribe.

- IX INT;;RAGI:\CY CLASSII'IC-\TIO\ R:vzrw Coxnnr‘rza

A Composi!ion of Interagency Comumitiee. In accordance with Sec-.” o ;
tion 7 of the Order, an Interagency Classification Review Committee o SO
is established. to assist the National Security Council in monitering im- ' ' ‘
plementation of the Order. Its membership is comprised of senior repre- )
sentatives of the Departments of State, Defense, and Justice, the Atomic
Energy Commission, the Central Intelligence Agency, the National '
Security Gouncil staff, and a Chairman designated by the President. -

LT T L LYY

' B. Meetirgs and Staff. The Interagency Committee shall meet regu-
larly, but no less frequently than on a monthly basis, and take suck ac-
tions as are deemed necessary to insure uniform compliance with the
Order and this Directive. The Chairman is authorized to zppoint an
Executive Director, and to maintain a permanent administrative staff.

C. Interagercy Committee’s Functicns. The Interagency Committee = - L
shall carry out the duties assigned it by Section 7(A) of the Order. It o
shall place particular emphasis on overseeing compliance with and impie- -
mentation of the Order and programs established thereunder by cach
Department. It shall seck to develop means tc (a) prevent overclassifica-
tion, (b) ensure prompt declassification in accord with the provision of
the Order, (c) facilitate access to declassified material and (o) ehmrrr 1t
uriauthorized disclosure of classified information. E

¥
D. Clessification Complaints. Under such nrocbduru as thh Inter-
agency Committee may prescribe, it shall con asider and-take action on
complaiats from persons within or without the government viith respect to
the general adiministration of the Order including appeals from denials by
Departmental Committees or the Archivist of declassification reque

i
St
!

X DapARTMENTAL [MPLEMENTATION AND ENFORCEMENT

A. Action Prosrams. Thoss Depattnients listed in Section 2 {A) and
35 of the Crder shall insure that adequars pessonmel id »vz!ciing are
provided for the purpese of carrving out the Order and Directives
tnccenader

EL
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Titde 3A--The President, Appendix

B. Departmental Committee. All suggestions and complaints, includ-
ing those regarding overclassification, failure to declassify, or delay in de-
classifying not otherwise resolved, shall be rcferred to the Departmental ...

-~ Committee for resolution. In addition, the Departmental Coramittee shali =i
- review all appeals of requests for records under Section 522 of Title 5

U.S.C. (Freedom of Information Act) when the proposed denhl 5 oa.aed
on their continued classification under the Order.

C. Reaulatzons and Pcporfs. Each Department 5‘1:171 submlt its pro-
posed implementing regulations of the Order and Directives thereunder
to the Chairman of the Interagency Classification Review Commitiee for
approval by the Committze. Upon approval such regulations shall be -
published in the FeperaL REGHSTER to the extent they affect the general
public. Each Department shall also submit to the said Chairman (1} |
copies of the record lists required under Part 1.D. hereof by July 1, 1972
and thereafter quarteily, (2} quarterly reports of Departmental Com-
mittee actions on classification review requests, classification abuses and
unauthorized disclosures, and (3) provide progress reports ont informa-
tion accumulated in the data index system established under Part VII
hereof and such other reports as said Chairman may find necessary for

- the Interagency Classification Review Commiitee to carry out its respon-
sibilities. - I

o et s—————_ et

D. Administrative Enforcement. The Departmental Committees shall -
have responsibility for recommending to the head of the respective -~
Departments ¢ appr opriate administrative action to correct abuse or viola-
tion of any provision of the Order or Directives thereunder, including
notifications by warning letter, formal reprimand, and to the extent per-
mitted by law, suspension without pay and removal. Upon receipt of such
a recommendation the head of the Department concerned shall act
promptly and advise the Departmental Committee of his action. %

e ——r 4o e ¢ ey

.
Publication eid E ﬁﬂctzw Daie: This DlrﬁCtW\. shall b pubmhed in
the FrperaL RecisTer and become effective June 1, 1972. -

Hexry A. htssr._\-csa, o
Assistant to the President for o
National Secnrity Afeirs.

May 17, 1972.
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Chapter 1L -Prasidential Documents, etc.
ApPENDIX A
PROTECTION OF CLASSIFIED INFORMATION

A. Storage of Top Secrat. Top Sccret information and material shall be stored in
» safc or safe-type steel file container having a built in three-position dial-type com-
yination lock, vault, or vault-type room, or other storage facility which meets the
standards for Top Secret establishied under the provisions of (C) below, and which
minimizes the possibility of unauthorized access to, or the physical theft of, such
information or material. : . ' .

B. Storage of Secrat or Confidenticl. Secret and Confdential material may bs
stored in 2 rmanner authorized for Top Secret {aformation and material, or in a con-
ciner or vault which meets the standards for Sezcret or Confidantial, as the case may
b, established under the provisions of (C) below. __— .

~ C. S:andards for Security Equipment. The General Services Administration shzll,
in coordination with Depariments originating classified informmation or material, )
#stablish and publish uniform standards, specifications and supply schedules for con- L _
tainers, vaults, alarm systems and 2ssociated sccurity devices suitable for the sterage : R
and protection of all categories of classified information and materizl. Any Depart- S -
ment may establish for use withir such Depariment more stringent standards. When-
. sver new sscurity equipment is procured, it shall b2 in conformance with the foregoing .o om i f e o
s:andards and specifications and shall,” to the maximum exient practicable, be of the : |
_iype designated on the Federal Supply Schecdule, General Services Administration.

n o

D. Exception to Standards for Securily Equipment. As an exception to {C} above,
Sacret and Confidential material may 2150 be stored ia a steel filing cabinet having &
bailt in, thres-position, dial-typs combination lock; or 2 steel fling cabinat equipped
with 2 stzel lock bar, provided it is secured by o GSA approved changeable com-
bination padlock. : : .

E. Combinations. Combinations to security eguipment and devicas shall be changed -
snly by pzrsons having appropriate security clearance, and snall bz changed when- -~
ever such equipment is placed in use, whenever a person Lnowing the combinatien T
is transferred from the office to which the ecquipment is assigned, whenever 2 combi- oo
naidon has bzen subjectad to possible compromise, and at least ence every year.
Knowledge of combinations shall be limited to the minimum numbee of persons
necessary for operating purposes. Records of combiaations shall be classified no -
lower than the highest category of classified informaticn or materiai authorized for
storage in the security equipment concerned. :

. Telzcommunications Conuzrsetions. Classified information shall not be revealzd

ons conversations, except as may be authorized under Appendix B

Pl Y

,,
in telecommunica
iih respzct to the transmission of classified information over approved commuftica-

tions cicculis or sysiems. e A

G. Responsibilities of Custodians. Custodizas of classified material shall be responsi-
ble for providing protection and accountability for such material at 2l times and
pariiculasly for locking classifizd material in approved security’ equipment whenever
it js not in use or under direct supervision of authorized persons. Custodians shall C
follow procedures which insure that unauthorized prrsons do not ‘gain 2c
classifi=d informution or snaterial by sight or sound, aund classified information shail
ao: be discussed with or i the presence of unauthrrized persons. ' oo

-
!

.
!
i
!
:
~
i

AvezxDix B

INFORMATION

TRANSMISSION

Boparetion and Receipling.
e innor and outer

e
plamay

AR

EA
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addrass. The outer cover shall be sealed and addressed with no indization of the classi-
fication of its coatzats. A recsipt shall be attachzd to or enclosed in the inner cover
except that Confidential material shell require a receipt only if the sender desas 1t
necessary. The receipt shall identify the sender, addressze, and the document, but shali
contain. no classified information. It shall be signed by the recipient and returned to
the sender, : o . - S o

3
—

~

.B. Trensmission of Top Secret. The transmission of Top Secrzt intormation and' -
material shall be effected preferably by oral discussions in person between the officials
concerned. Otherwise the transmission of Top Secret information and material shall
be by specifically designated pevsonael, by State Department diplomatic pouch, by a
messenger-courier system especially created for that purpose, over authorized com-
munications circuits in encrypied form or by other means authorized by the National
Security Council; excapt that in the case of information transmitted by the Federal -
Bureau of Investigation, such raeans of transmission may bz used as ate approved by the
Director, Federal Bureau of Investigation, unless express reservation to the contrary
is made in exceptional cases by the originating Department. o

C. Transmission of Secret. The transmission of Secret material shali be effected in - T R -
~ the following manner. . . : . ..

(1) Tke Fifty States, District of Columbic, Puerto Rico. Secret information and -
material may be transmitted within and between the forty-eight contiguous states and - ’
Distcict of Columbia, or wholly within the State of Hawaii, the State of Alaska, or the .-
Commonwealth of Puerto Rico by one of the means authorized for Top Secect infor- - -
mation 2nd material, the United States Postal Service registered mail and protective .~
services provided by the United States 2ir or surface commercial carriers under such . .
conditions as may be prescribed by the head of the Department concernad. e

(2) Othzr Areas, Vessels, ilitary Postal Servizes, Aircraft. Secret information
and material may be transmitted from or to or within arezs other than thosz specificd
in (1) above, by one of the mezans established for Top Secret information and mate-
rial, captains or masters of vessels of United States registry under contract to 2 De-
partment of .the Executive Branch, Urited States registered mail through Army,
Navy or Air Force Postel Service facilitizs provided that material does not at any tima
pass out of United States citizen control and does not pass throuzh a foreizn postal .

_systerm, and commercial aiceraft under charter to the United States and military or | L
other governmnent zircraft. ‘ : ' : : e R :

(3) Caradien Governmant Instullations. Secret information and material may be
teansaittad between United States Government or Canadian Government instatlations,
or both, in the forty-eight contignous states, Aluska. the District of Coluinbia and
Canads by United States and Canadian registered mail with registered- mail receipt.

| » z S

(4) Specizl Cases. Each Departmeat may authorize the use of the-United State
Postal Service registered mail outside the forty-eight contiguous. states, the Distnict o
Columbia, the S:iate of Hawaii, the State of Alaska, and the Commonwealth of
Pusrio Rico if warranted by secuzity conditions and esszniial operational requirements
provided that ths material does not at aay time pass out of United Statas Government
and United States citizen control and doas not pass through a foreign postal system.

D. Trarsmittal of Corfidzntizl, Conkdential information and: materizl shali be
transmittad within the ferty-eight contizuous states and the Distdet of Colurebia,
or wholly within Alaska, Hawaii, the Comamonwsalti: of Puerto Rico, orf a United
States pussessior, by one of the means established for higher classifications, or by
certified or frst class mail. Ouiside these areas, Confdeatial informaiion and matent
shall be transmitted ia the same monuer as authorized for higher classificatic

F. Alternative Trarsmisiion of Conjic izl. Each Deparrment having authority
t~ classify information eor maatecial as rezulations authoc- |}
izing alteenziive or additional meshods i reial classifad
“Confidential”? outside ¢f taz Deparlmoant

.~
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F. Transmission
nt ‘shall

preparstion and w2 (5
ensure a degree of security eqm‘z'e".t tn that
sidz t{he Depariment. :

prescribed above for trans

"\IE\TO L‘C\TDL\/}’L OF T\, NE 21, 1972

" [Presidential Determination No. 72-17}

- Preside ﬁtvai LPLerYnipast

G:'._L'—""

Jomd &

Memorandum £§r the Secretary of State

- Tue Wurre Housg,

Washingion, June21,1972.
In accordance with the recommendation in the Department of State’s
memorandum of May 18, I hersby determine, pursuant to Section 4 of
the Foreign Military Saies Act, a5 amended, that the extension of credit
1o the Government of Malaysia, in connection w ith the sale of F-5 mili-

tary aircraft, is important to the nationzl security of the United States.

* You are hereby requested ont my behalf to rcport this determination.
to the Congressas requued by law. : ' g S
: A

This determination shall be nubx.:h:d in the 19 FEDERAL R:GLbTrR.

W“{/ //

)
[FP)

A b el | Beass 1P W g T Ve
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UNCLASSIFIED DCID No. 1/7

DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE NO. 1./'-7‘
CONTROL OF DISSEMINATION OF FOREIGN INTELLIGENCE
~ (Effective 5 October‘ 1975)

Pursuant to provisions of Subsection 102(d) of the National Security Act of
1947, as amended, and other authorities vested in the Director of Central In-
telligence by the National Security Council, certain controls on dissemination of
foreign intelligence and related material? (hereafter referred to as foreign in-
telligence) are hereby established and promulgated.

1. Purpose

This directive establishes certain common controls and procedures for the
use and dissemination of foreign intelligence to ensure that, while facilitating
the interchange of information for intelligence purposes, there will be adequate
protection of foreign intelligence sources and methods. This directive restates
applicable portions of National Security Council Directive of 17 May 1972 im-
plementing Executive Order 11652, and prescribes additional controls applicable
to the U. S. foreign intelligence mission. ' ' - -

2. Applicability :

The controls and procedures set forth in this Directive shall he uniformly
applied by all member departments and agencies of the intelligence community
in the handling of all materials containing foreign intelligence originated by

the Central Intelligence Agency or by the intelligence components of other
_ USIB departments or agencies. ’ : o D

3. National Security Council Directive

a. National Security Council Directive of 17 May 1972 implementing Execu-
tive Order 11652 stipulates that, except as otherwise provided by Section 102
of the National Security Act of 1947, classified information or material origi-
nating in one department shall not be disseminated outside any other depart-
ment to which it has been made available without the consent of the originat- -
ing department. This restriction on dissemination is commonly described as

the “third agency rule.” o oo S .

b. The NSC Directive stipulates that the dissemination of classificd infor-
mation, including intelligence and intelligence information, orally, in writing
or by any other means, shall be limited to those persons whose official Quties
or contractual obligations require knowledge or possession thereof. This is
commonly referred to as the “need-to-know” principle. -

1 Supersedes DCID 1/7, effective 5 October 1970. . _

? For purposes of this cirective, “related material” includes: information describing U. S.
foreign intelligence sources and methods, equipment and methodology unique to the acquisi-
tion or exploitation of forein intelligence, foreign military hardware obtained for exploitation,
and photography or recordigs resulting from U. S. foreign intelligence collection cfforts.

1 - TSC 030574
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c. The NSC Directive also states that documents or portions of documents -
containing TOP SECRET information shall not be reproduced without the ‘
consent of the originating office. All other classified material shall be repro-
duced sparingly and any stated prohibition against reproductxon shall be
strictly adhered to. »

d. The NSC Directive further requires that the marking, “WARNING
NOTICE-—SENSITIVE INTELLIGENCE SOURCES AND METHODS -
INVOLVED,” be prominently displayed on all information and materials re-
lating to sensitive intelligence sources and methods; and, that materials so
marked will not be disseminated in any manner outside authorized channels
without the permission of the originating department and an assessment by
the senior intelligence official in the disseminating department as to the po-
tential risk to the national security and to the intelligence sources and methods
involved.? For special purposes, primarily bibliographic notation, communica- ' A
tions, cr automatic data processing, this marking may be abbreviated
WNINTEL.

4. Advance authorization

a. To facilitate the dissemination and different uses made of classified
foreign intelligence within and among USIB departments and agencies, to
assure the timely provision of intelligence to consumers and to handle the
volume of such materials in a practical way, it is necessary to provide con-
trolled relief to the “third agency rule” within the intelligence community in :
addition to that provided by Section 102 of the National Security Act of 1947. -
Accordingly, USIB departments and agencies have been given advance au- ' (
thorization to use each other’s classified foreign intelligence in their respective’
intelligence documents, publications or other information media, and to dis-
seminate their products to third agencies or foreign governments,! subject
to hmxtatlons and procedures prescribed in this Directive.

b. Classified foreign intelligence documents, even though they bear no con-
trol markings, will not be released in their original form to third agencies or
foreign governments without permission of the originator. Information con-
tained in classified foreign intelligence documents of another department or
agency may be extracted or paraphrased and used by the recipient USIB
Agency in classified foreign intelligence reports and released to third agencies,
except as specifically restricted by control markings prescribed in this direc-
tive. For purposes of this authorization, “WARNING NOTICE—SENSITIVE
INTELLIGENCE SOURCES AND METHODS INVOLVED” shall not be
considered a restrictive marking.

8 Unless otherwise specified by the Director of Central Intelligence in consultation with USIB
or as agreed to between originating and recipient agencies, authorized channels include the
intelligence components of USIB departments and agencies and within cach department
and agency (including their contractors and consultants) as determined by the recipient senior
intelligence official.

4 Excepting RESTRICTED DAT A and formerly RESTRICTED D \'IA whicl: is prohibited
from foreign dissemination under Sections 123 and 144 of Public Law 585, Atamic Xnergy
Act of 1954, as amended. .

2 | (

UNCLASSIFIED

Approved For Release 2007/07/12 : CIA-RDP86-00674R000200190003-8




. Approved For Release 2007/07/12 : CIA-RDP86-00674R000200190003-8
' UNCLASSIFIED

¢. Information contained in classified foreign intelligence documents of
another department or agency not bearing any control markings may be ex-
tracted or paraphrased and used by the recipient USIB Agency in reports
disseminated to foreign governments provided.*

(1) No reference is made te the source documents upon which the re-
“leased product is based. '

(2) The source and manner of acquisition of the mfmmahon are not
revealed. .

(3) Foreign release is made through established foreign disclosure c]nw
nels and procedures.

d. Any department or agency disseminating foreign mlelhﬂen(c beyond
the departments and agencies of the USIB shall be responsible for ensuring
that recipient departments and agencies understand and agree to observe
the restrictions prescribed by this directive and maintain adequate safeguards.

-~ A

e. No release of a classified foreign intelligence document, whether or not
bearing a control marking, shall be made to foreign nationals and immigrant
aliens, including U. S. Government employed, utilized or integrated foreign
nationals and immigrant aliens, without the penmission of the originating
agency. :

5. Additional authorized control markings

a. In addition to the WARNING NOTICE prescnbed by NS(‘ Directive
any of the following additional markings may be used on foreign intelligence
whenever, in the opinion of the originating department or agency, extraordi-
nary circumstances related to the intelligence source or methods require more
specific dissemination restrictions. Use of these markings shall be limited to
foreign intelligence, the disclosure of which, could: compromise the status of
collaborating foreign governments or officials or otherwise seriously damage
U. S. relations with foreign governments; subject U. 8. citizens or others to
the possibility of personal danger or incarceration; seriously impair the con-
tinuing cooperation of private individuals providing foreign intelligence; se- |
riously affect the continuing viability of vital technical collection programs;
or, result in the possible compromise or loss of some unique foreign intelli-
gence source or method. These control markings will be individually assigned
at the time of preparation of the completed document and used in conjunc-
tion with classification and other markings required by Executive Order 11652
and the implementing NSC directive and, unless otherwise indicated in 6a
below, carried forward to any new format in which that information is in-
corporated, including oral and visual presentatxon..

(1) “DISSEMINATION AND EXTRACTION OF IVFORMATION CON-
TROLLED BY ORIGINATOR” .

This marking shall be used when unique source sensit'vity factors, known
to the originator, réquire strict compliance with third ager.cy rule procedures,
in addition to a continuing knowledge and supervision on the part of the
originator as to the extent to which the original document and information

3 TSC 030574
UNCLASSIFIED ; :
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contained therein is disseminated. Documents and information bearing this
marking will not be disseminated beyond the Headquarters elements of the
recipient organizations and the information contained therein shall not be
extracted and incorporated into other reports without the permission of and
under conditions prescribed by the originator. (For special purposes, primarily
bibliographic notation, communications and automatic data processing, this
marking may be abbreviated ORCON.)

(2) “USIB DEPARTMENTS ONLY”

Foreign intelligence so marked will not be disseminated to departments |
and agencies not represented on the U.S. Intelligence Board without the
permission of the originating agency. Within each USIB department and
agency dissemination shall be as determined by the recipient senior intel- . o
ligence official, and may include department or agency contractors and - ‘ X
consultants unless specifically prohibited by addition of the “NOT RELEAS-
ABLE TO CONTRACTORS OR CONTRACTOR/CONSULTANTS” mark-
ing described below. (For special purposes, primarily bibliographic notation,
communications and automatic data processing, this marking may be abbre-
~ viated USIBONLY.)

(3) “NOT RELEASABLE TO CONTRACTORS OR CONTRACTOR/
CONSULTANTS”

Foreign intelligence so marked shall not be disseminated to contractors
or contractor consultants without the permission of the originating agency.
Examples of when this marking may be used include National Intelligence

~ Estimates and similar national intelligence reports, and other foreign intel-
ligence, which, if disseminated to consultants or contractors, might seriously
impair the continuing cooperation of contributing private individuals., This
restriction shall not apply to those consultants hired under Civil Service
Commission procedures, or comparable procedures derived from authorities
vested in heads of departments and agencies by law, and who are normally
considered an extension of the office by which they are employed. In apply-
ing this control marking, originators will give consideration to the need of
USIB member Departments and Agencies to use contractor consultants and
contractors to perform services which cannot be adequately performed by
U. S. Government personnel. (For special purposes, primarily bibliographic
notation, communications, or automatic data processing, this malkmg may

be abbreviated NOCONTRACT.)
"~ (4) “CAUTION—PROPRIETARY INF ORNIATION INVOLVED”

This marking will be used in conjunction with foreign intelligence obtained
from various sources in the U.S. private business sector, and as the informa-
tion may bear upon proprietary interests of the source, or may otherwise
be used to the source’s detriment. Recipients of reports bearing this marking
shall take every reasonable precaution to ensure that the information is not
used io the detriment of the source. This marking may be used in conjunction
with the “NOT RELEASABLE TO CONTRACTORS OR CONSULTANTS”
marking described above. (For special purposes, primarily bibliographic

) o«
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notation, communication and automatic data processing, this marking may

~ be abbreviated PROPIN. ) _ ' ’
(5) “NOT RELEASABLE TO FOREIGN NATIONALS”

~ Foreign Intelligence so marked involves special considerations requiring
that it not be released in any form to foreign governments, foreign nationals
or non-US. citizens without the permission of the originating agency.
Examples of when this control marking may be used include: the possible
compromise of the status of relations with collaborating forcign governments,
or officials; or jeopardizing the continuing viability of vital technical col-
lection programs. (For special purposes, primarily bibliographic notation,
communications, or automatic data processing, this marking may be abbre-
viated NOFORN.) When the originating agency predetermines that infor-
mation can be released to a specified foreign government(s) the following
marking may be used: “THIS INFORMATION HAS BEEN AUTHORIZED
FOR RELEASE TO (specified country(s)).” (For special purposes, pri-
marily bibliographic notation, communications, or automatic data process-
ing, this marking may be abbreviated “REL (specified countries).”) :

6. Procedures governing use of control markings

a. Any recipient desiring to use foreign intelligence in a manmner contrary
to the restrictions established by the control markings set forth above shall
obtain the permission of the originating agency. Such permission applies only -
to the specific purpose agreed to by the originator and does not automatically
apply to all recipients of the information as originally disseminated unless the
originating agency removes the control markings for the benefit of the re-
cipients. In those cases where dissemination outside the recipient agency is
desired utilizing lesser or no control markings, the recipient agency should
prepare a sanitized version which may be released .with the originator’s
pennission.

b. Control markings authorized in paragraphs 3d and 5 above, shall be
displayed prominently on documents, incorporated in the text of communica-
tion messages, and associated with data stored or processed in automatic data
processing systems. Unless the entire document justifies the protection of the
control marking(s), each portion requiring the marking(s) shall, to the extent
feasible, be marked with the appropriate marking abbreviation authorized by
this directive. » : '

c. The standardized restrictions and control markings set forth in this
directive are to be employed uniformly by all departments and agencies in the
intelligence community, thereby assuring like control and restrictions on the
use of foreign intelligence disseminated within the departments and agencies
represented on the USIB. :

d. The substance of this directive shall be published in appropriate regula-
tory or notice media of ‘each agency or department, together with appropriate
procedures permitting rapid interagency consultation concerning utilization
o intelligence and information. Yor this purpose, each USIB agency will
dvsignate a primary referent.

5 ‘  ISC 030574
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7. Report of unautherized disclosure

Violations of the foregoing restrictions and control markings that result in
unauthorized disclosure by one agency of the foreign intelligence of another
shall be reported to the Director of Central Intelligence tlnough the USIB
Security Committee. 4 :

8. Prior restrictions and markings

Questions with respect to the current application of control markings author-
ized by earlier directives on the dissemination and control of intelligence and
utilized on documents issued prior to the date of this directive should be-
referred to the originating agency. These markings are: WARNING NOTICE~—
SENSITIVE SOURCES AND METHODS INVOLVED, CONTROLLED » 3
DISSEM, NSC PARTICIPATING AGENCIES ONLY, INTEL COMPONENTS - N
ONLY, LIMITED, CONTINUED CONTROL, NO DISSEM ABROAD - :
- BACKGROUND USE ONLY and NO FOREIGN DISSEM. '

W. E Colby -
Director of Central Intelhgence
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